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1. EXECUTIVE SUMMARY

The University of Murcia has been working over last five years in the development of the Electronic
Government in the university community. In these years, a complete electronic gove rnment platform
aimed at securing the electronic transactions has been released. This platform, based on services
oriented architectures, offers services for signing documents, validating certificates, generating
copies and so on.

Furthermore, the publicat ion in Spain of the Act 11/2007, concerning Electronic Access of Citizens to
Public Services, has established a suitable regulatory context in which Public Administrations are
able to simplify their internal processes and offer electronic services to citiz  ens with all the legal
guarantees. This act provides the Administration with the possibility of using electronic stamps with
the objective of identifying itself and signing transactions within an administrative procedure. These
electronic stamps are qualif ied certificates that are linked to a specific administrative authority,
and usually include the name of the administrative authority and its identification number. It also
provides the facility of publishing the notices of the University in its official electronic website,
instead of a physical noticeboard.

In this paper we are going to describe a new electronic procedure, which has been developed in this

sense by the University of Murcia, with the aim of avoiding the use of paper and improving the

efficiency of the internal processes. This procedure is called TOUM {The Official Electronic
Noticeboard of the University of Murcia ) and its main objectives are the publishing of the official

notices of the University in the official electronic website with the major guarantees of security,
access control, authenticity and automation of each publication procedure.

In this procedure we can find three different roles. The first one, a member of each administrative
authority inside the University (called ECI), who has the privilege of requesting the publication of a
notice. The second one, a responsible for the official publications (called RPO), who severely checks
the content of all the requests in order to accept or refuse their publication. The last one, the
Gereral Secretary of the University of Murcia, who, finally, validates and orders the publication of a
notice on the noticeboard. The publication of the validated notices is accomplished automatically.
The published notices are signed with the electronic stam p of the Secretary General, using the
functionality of the Electronic Government platform of the University. Our platform controls all the
processes of signing and verifying electronic signatures.

This project has been developed through FundeWeb framework. This framework has been designed
by the own University of Murcia and is based on the Eclipse IDE and the Seam framework. It uses
J2EE standards like JavaServerFaces and Enterprise JavaBeans.

Finally, as a working methodology, Scrum has been used. The working team was composed of four
programmers, a scrum master and a product owner. The complete release lasted twelve weeks,
which consisted of small sprints of three weeks long.



2.  ELECTRONIC GOVERNMENT CONTEXT

The University of Murcia has a large experience in the development of an electronic government
platform as well as electronic services for the university community . This platform is based on the
Service Oriented Architecture ( a.k.a. SOA) concept andis developed using web-services technologies
and cryptographic standards like PKI, WS Security and XMIDSig. Nowadays the students, teachers
and staff of the University can use more than thirty different electronic government services of
several strategic areas, like economic management, academic management and human resources
management. Between them, t he two Okill -applications 6  atheePublishing of Exam Announcements
and Marks Servicefor lecturers and students, and the Express Paynent Service for the administrative
personal. In the next figure, you can see t he different components of the electronic government
platform of the University of Murcia (Sanchez, Marin, Fabre & Jiménez, 2007) (Sanchez, Marin,
Gomez & Jiménez, 2008) (Sanchez, Marin & Jiménez, 2008).
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Figure 1. eGovernment pl atform

Moreover, there are different elements that are  surely contributing to the development of the
electronic government services in Spain. The first one is th e Act 11/2007, concerning Electronic
Access of Citizens to Public Services (a.k.a. LAE) (Boletin Oficial del Estado, 2007), which establishes
a suitable regulatory context in which Public Administrations are able to simplify their internal
processes and offer electronic services to citizens with all the legal guarantees.  This act, which is
being developed by the Spanish government in a Royal Decree, provides the Administrations with a
legal framework for performing automated actions through electronic stamps  and publishing
procedures, services and notices in an official website .

The second one is the spreading of the Electronic Spanish National Identification Document (a.k.a.
DNle) (DNIE, 2007) which provides the Spanish citizens with an electronic identity. More than ten
millions of DNIe have been issued until now in Spain. The third one is the SARA network(MAP, 2006)
which is supported by the Ministry of Public Administration and provides services and tools for
promoting the collaboration between Public Administrations. And finally, the Avanza2  plan (MAP,
2009), which is the Spanish Government plan for the financing of technological projects and ac tions.



By this way, the University of Murcia lives in a favorable political and technological context in order
to continue developing a complete electronic government scenario. One new step in this pa this the
normative and technological development of a procedure and a service for the management and
publication of official edicts and communications  within the university community. In the next
section, this new procedure is going to be introduced.

3. TOUMPROCEDURE

Public Administration usually put up their official edicts and communications on one or several
physical noticeboards. This practice has important drawbacks. First, there is no guarantee that the
information will be published in all the noticebo ards at the same time. This duplicity can generate
certain doubts about the closing dates of some procedures. Secondly, the management of paper
entails some risks about falls, loss or not legibility of the information.  Finally, the physical presence
of the users in front of the noticeboard is required , making the spreading of the announcements
difficult.

The article 12 of the LAE qualifies Administrations to publish the acts and communications in their
official websites , in substitution of the physical and traditional noticeboards. So, the University of
Murcia has promoted the creation of The Official Electronic Noticeboard of the University of Murcia
(a.k.a TOUM), through the design of a new administrative procedure, the development of an
electronic management service and the release of the official website for the publication of th  ose
announcements.
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Figure 2. The workflow of the TOUM procedure

The TOUM has some important benefits for the university com munity. First ly, it avoids the use of
paper, thus contributing to the environmental sustainability . Secondly, the internal processes
simplification , through the administrative automation that allows the instant publication of the
edicts and communications in the official website. Thirdly, the generation of electronic documents
from the beginning until the end of the procedure, making the integration of this information in
other processes possible. Moreover, there have been several improvements in the securi ty of the



procedure. The content of the announcements is always reviewed and published in one common and

accessible place. Fi nal 'y, the right management of the announc

In the previous figure, you can see the work-flow of this new procedure. In the University, there are
different departments that are able to request the publication of an edict or communication on the
TOUM. Each one of them has a member with the attribution of starting these requests (a.k.a ECI).
The ECI writes the announcement, fills in several fields of the request form (the subject, the
publication dates, the section will be published in and, optionally , a brief summary of the text),
annexes the announcement as an attach ment and, finally , signs the complete form with a qualified
certificate (step 1), or even the DNle

Next, the request is sent to the responsible of official publications of the University (a.k.a RPO), who
has the responsibility for checking the content of the announcement, guaranteeing a common
criteria and a legality review (step 2). After this control process, the RPO express es his opinion,
having the attribution of sending back the request with some comments (step 3) or validating it with
or without minor modifications (step 7). If the  request is got back to the ECI, it can be changed and
signed again, returning to step 2.

At this point, the validated request is sent to the Secretary  General of the University (step 8), who
performs a final validation over all the pending requests (step 9). This step triggers an administrative
automated action, whereby each pending announcement is signed with the electronic stamp of the
Secretary General (step 10), an authentic copy of it is generated (step 11), and this copy is finally
sent to the TOUM for its publication (step 12).

Once the announcement is published (step 13), a communication is sent to the ECI, informing him
about the beginning of publication (step 14). Finally, at the end of the publication period, another
communication is sent to th e ECI| in this case indicating the ending of the publication and attaching
a published time certificate (step 16). This certificate is previously generated and sign ed with the
electronic stamp of the Secretary General (step 15).

In the next section we are going to introduce the electronic management application that supports
the TOUM procedure.

4. TOUMSERVICE

4.1. Management application

The access to the application is made through the authentication page ( Figure 3). The user enters his
e-mail address (from the University of Murcia domain), as well as its associated password, in order to
be authenticated. The authentication process is carried out by means of the University of Murcia
Directory, checking the validity of the provided authent ication information as well as the user
profile. Depending on the user profile, the application shows a customized view for that user. There
are three possible user profiles: ECI, RPO and Secretary General. These profiles are associated to the
users who play an ECI, an RPO and aSecretary General role, respectively.
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Figure 3. Authentication page



If a user playing an ECI role logs in the application, the ECI profile view is shown ( Figure 4). Then,
this user can check all the notice publication requests he has already created, as well as getting
information about their current state or their associated communications. These requests are
included in two different tabs: one tab includes those notice  publicati on requests that have not been
processed by the RPO yet, the ones processed by the RPO and the onesvalidated by the Secretary
General, that is, the active tab, which is the default tab; the other tab consists of those requests
that correspond with notices already published, removed from the e -noticeboard as well as canceled
requests, that is, the history tab.

Tablon Electronico:  Home Usuario: CRUZ INMACULADA MARIN LOPEZ(inmaml@um.es)  Logout

@ Bienvenido, CRUZ INMACULADA MARIN LOPEZ

Listado Peticiones - ECI

Activas Historico

No hay peticiones activas.

Peticion - parametros de busqueda «
Unidad

Administrativa:

Asunto:

Rango de fechas: -

No se encontraron rezultados que mostrar.

Figure 4. E.C.I. view

Peticion de Insercion de Documento en el Tablon Oficial de Anuncios de la UMU (TOUM)

ECI Solicitante: 52817786

Unidad Unidad_3 »
Administrativa: *

Asunto del Rnuncic EUNIS 20035
documento:*

Tipo de publicacién: @ Internet Q Intranet

Apartado del tablon | Consejo de Gobiemo v ‘ | A propuesta de la Secretaria General -
donde publicar:*

Plazo de insercion:* |5

® Dias O Meses
Publicar en el BOUM: []

Observaciones: Creacién de anuncioc de ponencia del TOUM en EUNIS Z00%

Fichero:* C\Documents and Setti||__Examinar.

* Campos obligatorios

Figure 5. Create notice publication request form



Additionally, the u ser can generate a new notice publication request within the active tab. Figure 5
shows the create notice publication request form screenshot. Here, the ECI can indicate aspects
such as the subject of the new edict, the kind of pu blication (Internet or Intranet), the e -
noticeboard section it should be published in, its publication period (the period of time from its
approval to its publication on the e -noticeboard), a brief summary of the edict and the edict itself,

as a PDF documat. Once all this information is filled in by the ECI, the application generates an XML
document embedding all the request information, which is digitally signed by the user by means of
his qualified certificate or DNle ( Figure 6).

Tablon Electronico: Home Usuario: CRUZ INMACULADA MARIN LOPEZ(inmaml{@um.es) Logout

Peticion de Insercion de Anuncio en el Tablon Oficial de Anuncios de la UMU (TOUM)

ECI Solicitante: 52817786

Unidad Unidad_3
Administrativa:

Asunto del Anuncic EUNIS 2003
documento:
Tipo de publicacion: Internet ' Intranet

Apartado del tablén ~ Acuerdos de drganos colegiados = Consejo de Gobierno = Pleno = A propuesta de la Secretaria General
donde publicar:

Plazo de insercién: S
Dias. Meses

Publicar en el BOUM:

Observaciones: Creacién de anuncioc de ponencia del TOUM en EUNIS 2009

Yer documento PDF

* Campos cbligatorios

[ Modficar | Cancolar | Frmar |

Figure 6. Sign of create notice publication request

If the user playing an RFO role logs in the application, the RPO profile view is shown ( Figure 7).
Then, this user can check all the notice publica tion requests created by the different ECIs, as well as
getting information about their current state. Like in the ECI view, these requests are within the
active tab and the history tab, as previously commented.

@ Bienvenido, CRUZ INMACULADA MARIN LOPEZ

Listado Peticiones - RPO

Activas Pendientes Histdrico

Peticion - parametros de busqueda «
Unidad

Administrativa:

Asunto:

Rango de fechas: '

Peticion - Resultados

Fecha Asunio Unidad Administrativa Tramitar
2200512009 prueba espacio. Unidad_2 &
22105/2009 Anuncio EUNIS 2008 Unidad_3 &

Figure 7. R.P.O. view



Besides, this view shows another tab (the default one), called pending tab, which includes all the
unresolved notice publication requests. These unresolved requests have to be resolved by the RPO

user himself. For each pending request, thisuserestab | i s hes

whet her t hesisbequest

if it is in order after minor changes or if it is not in order, thus sending it back. Figure 8 shows the
resolution screenshot. If the RPO modifies some aspects of a request, such as the kind of publication
or the e-noticeboard section it should be published in, these modifications are considered minor
changes, so the modified request is in order. T hen, a modification communication will be sent to the
originator. If the RPO checks that the request does not comply with the legal aspects, the request
will be rejected, thus sending a rejection communication to the originator. In this case, the
originator makes the necessary changes to the request and creates a hew notice publication requ est,

so the process will start again.

Tipo de publicacion: @ Internet O Intranet

Apartado del tablon ‘ Consejo de Gobiemo w | ‘ A propuesta de la Secretaria General

donde publicar: *

Plazo de insercién:* 5
Diaz Meses
Publicar en el BOUM: []

Observaciones: Creacidén de esnuncio de ponencia del TOUM en EUNIS 2003

Ver documento PDF

Conforme Devolucidn Anulacién

PLAZO DE PUBLICACION

Dia inicial: *
Dia final: *
Dia de eliminacion
del tablon: *
Sigerte

Figure 8. Resolution of a request
Unidad Unidad_3
Administrativa:
Asunto del Anuncic EUNIS 2008
documento:
Tipo de publicacién: Internet Intranet

Apartado del tablén  Acuerdos de drganos colegiados = Consejo de Gobierno = Plenc = A propuesta de la Secretaria General
donde publicar:

. -c 5
Plazo de insercion: 2

Dias Meses
Publicar en el BOUM:

Observaciones: Creacidén de snuncioc de ponenciz del TOUM en EUNIS 20089
Yer documento PDF

Conforme

PLAZO DE PUBLICACION

Dia inicial: 251052009
Dia final: 3010512009

Dia de eliminacion 1410612009
del tablon:

[ Modficar | Cancelar ] Fmar |
Figure 9. Signing of an in -order request



When a request is in order, the RPO accepts it by indicating the publication date, t he expiration
date and the date of removal from the e -noticeboard. Then, the application generates an XML
document embedding the in -order resolution, which is digitally signed by the RPO by means of his
digital certificate or DNIe ( Figure 9).

If the user playing the Secretary General role logs in the application, the Secretary General profile
view is shown (Figure 10). In this view, the user can select one of the following three tabs:  active
tab, history tab and pending tab.

@ Bienvenido, CRUZ INMACULADA MARIN LOPEZ

Listado Peticiones - Secretario General

Activag Pendientes Higtérico

Unidad

Administrativa:

Asunto:

Rango de fechas: ’

Peticion - Resultados

Publicar Fecha | Asunto Unidad Administrativa Inicio Publicacidn
221052009 Anuncio EUNIS 2009 Unidad_3 25/05/2009

Figure 10. Secretary General view

All the notice publication requests associated to notices currently published on the e-noticeboard, as
well as those removed from there , are within the history tab. The active tab includes those notice
publication requests considered publishable by the Secretary General but not published on the e-
notiboard yet. Its associated edict will be published on the publication date defined by the RPO
when he accepted this request. T he pending tab contains all the in -order notice publication requests
that have not been considered publishable yet. In this tab, which is the default one, the  Secretary
General decides what in-order request will be published on the e-noticeboard, thus beco ming
publishable requests. Once the Secretary General has selected what notices will be published (by
default, all pending requests are selected), the application generates an XML document for each
one, embedding the publication resolution, which are digit ally signed by means of the electronic
stamp of the Secretary General individually , making use of the Electronic Government Platform of
the University .

4.2. Electronic signature

As we have previously commented, during the life cycle of a notice publication request, several
electronic signature processes are accomplished. Specifically, this request is signed when generated
by the ECI, when the RPO accepts it, when the Secretary General decides to publish it and when the
edict is removed from the e -noticeboard. The set of requirements that electronic signature systems
have to support in order to guarantee authenticity, integrity and non -repudiation of electronic
documents are specified in both European Union Directive 1999/93/EC (EURLex, 2000) and Spanish
Act 59/2003. Taking these principles into account, we have incorporated the aforementioned
electronic signature processes by using qualified certificates. The usage of this kind of certificates
provides these electronic processes with legal validity.



Moreover, it is important to point out that there are two different kinds of signers. The first one is a
signer as a physical person, as an ECI and an RPO are. They sign using their qualified certificate or
DNIle, thus involving themselves in the signing process. The second kind of signer is a Department,
particularly, t he Secretary General. In this case, an electronic stamp is used. This kind of stamp is
necessary in order to accomplish automated actions, such as an edict publication and its removal
from the e -noticeboard, as it is stated in the LAE Nowadays, electronic stamps are widely increasing
its usage in Spain, becoming more usual. This is due to the fact that several Spanish Certification
Service Providers are issuing this kind of stamps, according to the Nation al Law. A well-known
Spanish Certification Service Provider is the Agencia de Certificacién de la Comunidad Valenciana
(ACCV)(ACCV, 2009) which issued the electronic stamp of the Secretary General.

As far as electronic signature format is concerned, an advanced electronic signature is used. In this
sense, we make use of XML Advanced Electronic Signature Standard, XAdESETSI, 2004) By using
this signature format, electronically signed documents can remain valid over long periods of time,
even if underl ying cryptographic algorithms are compromised. These signhatures are generated
according to the signature policy supported by Ministry of Public Administration (MAP) (MAP, 2008)
Nowadays, using this policy is not mandatory, as the national security schema has not been approved
yet. MAP policy is conceived to promote interoperability between different entities. W ith this in
mind, it defines a common document format which includes the document to be signed, encoded in
Base64 or XML, as well as its content type. Then, after signing the element that contains the to -be-

signed document , the XAdES signature is placed

signature of the signed data. Besides, the XAdES signature includes information about the signed
document, so as to indicate the receptor how to visualize it. This policy allows the usage of the
DNle, as well as any qualified certificate issued by qualified Spanish Certificate Service Providers.
Figure 11 shows the common document for mat defined by MAP policy.

<documento>
<documentoOriginal Id="original” encoding="baset4"” nombreFichero=nombreFichOriginal">

</documentoOriginal >
<ds:Signature>
<ds:SignedInfo/>

<ds:Reference URI="#original">
</ds:Reference>

</ds:SignedInfo>

</ds:Signature>
</documento>

Figure 11. Document format according to MAP policy

Electronic signatures created within the electronic noticeboard service include timestamps, as
stated in XAdES specification. In this sense, the University of Murcia relies on a Time Stamping
Authority (TSA) that issues timestamps according to RFC3161 specification (Adams, 2001). This TSA is
provided by the aforementioned ACCV, and is known as ACCV TSA.

4.3. Publication in the Official Website

Once the Secretary General decides that a particular edit associated to a notice publication request
will be published, this edit will appear in the Official Website of the University of Murcia in an
automated manner. This way, that edict will be included in this Of ficial Website at publication date
with no human intervention. Figure 12 shows the aspect of the University of Murcia electronic
Official Website. It includes the electronic noticeboard, which consists of the several sections wher e
edicts are published in.
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When the publication period of an edit expires, it will be removed from the electronic Official
Website at removal date. Therefore, a published time certificate in XML format is automatically
generated by the management applica tion. A published time certificate states that an edict was
available in the University of Murcia electronic Official Website from the publication date until
removal date. This certificate is digitally signed by means of the electronic stamp of the Secreta ry
General, through the Electronic Government Platform of the University. Then, an authentic copy of
this certificate is created from the original signed document, as a printable version of it, and sent to

the ECI who generated the original request. The co mplete removal process and the generation of the
published time certificate are accomplished in an automated way.

Figure 12. University of Murcia electronic  Official Website

5. TOUMPROJECT

The TOUM project is based on two main el ements, the FundeWeb Framework and the Scrum
Methodology (Rising, 2000), which are going to be described in next sections.

5.1. FundeWeb Framework

In the development of the TOUM Project , we have used the FundeWeb Framework. This framework
is a complete environment for the development of J2EE applications within the University of Murcia.
The main objectives of FundeWeb are the support of J2EE standards like JSF, EJB y JPA, the
possibility of adding new future standards, the improv ement of the productivity and sof tware
quality, and the reuse of software through the develop ment of components.

FundeWeb is composed of several standard technologies. The first and most important one is the
Framework Seam 2.1, which provides support for Java Server Faces 1.2, Enterprise Java Bean 3.0
and Java Persistent APl 1.0. The second one is Eclipse Ganymede 3.4, which is the IDE use for the
developers of the University of Murcia. The third one is TestNG 5, for creating automatic tests. And
finally , the last one is Maven 2, which is the tool for the control and management of the projects.



